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Anoying people





























What is required?

https://learn.microsoft.com/en-us/mem/intune/apps/apps-supported-intune-apps

https://learn.microsoft.com/en-us/mem/intune/apps/apps-supported-intune-apps


Jailbreak/root detection, 
version control, threat 
detection, etc.

Conditional Launch

Restrict access to specific 
applications or URL 
addresses on mobile 
devices.

Restrict apps and URLs

Managed 
apps

Personal 
apps

Personal apps
MDM (3rd party or Intune) 
optional
App-level protection available
with or without enrollment.

Managed apps

Restrict 
features, 
sharing and 
downloads

Corporate 
data

Personal
 data

Multi-identity policy
Control company data after it 
has been accessed, and 
separate it from personal 
data.

Data control /  separation

Protect data at the app level



bob@daalmanslab.com
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Android / iCloud Backup 

Transfer Data to other Apps

Prevent Save As

Restrict Cut Copy Paste

Encrypt Data

Web Links – Browser

Disable Printing / 3rd party keyboards

Require PIN

Complexity, Length

Fingerprint, Facial Recognition

Corporate ID

Check-in frequency

Block Screen capture 1

Offline Period
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Min OS, Min patch version 1, Device 
Model(s), Device manufactures

SafetyNet device attestation, require 
threat scan on apps 1

Min App Version, SDK Version

App Protection 
Policy Settings

Remote Selective Wipe/Block Access/Reset PIN

Jailbroken/Rooted Devices

Max PIN attempts

1 Android Only
2 iOS Only



Initial App Sign-in
Every 8 hours
Unless there is a policy applied, then every 30 minutes

Instantly when user signs out
At next Check-in (IT Admin Driven)

Selective Wipe

Check-in

When are policies applied?



• Front end

• Back end





SO THE APP IS 

PROTECTED,

HOW CAN WE 

ENFORCE IT?



Requiring app (protection)

• Sometimes apps are not protected but have access;
• Due to time outs – no App Protection policy applied yet.

• Issues with App Protection Policy targeting

• Due to licensing issues

• With Require App Protection Policy enable you can block access if an
App is not yet protected by an App Protection Policy.



Approved Apps
Outlook
OneDrive
Word
PowerPoint
…

Azure
STS

Exchange

Azure
STS

Exchange

Intune

1. User logs into AAD
2. AADs STS service checks to see if this is an 

approved app.
3. If approved app, STS provides access token
4. Exchange data available 

1. User logs into AAD
2. AADs STS checks to see if Intune has reported 

the app protection policy applied.
3. If policy applied, STS provides access token
4. Exchange data available 

1
2

3

1
2

3

4 4

Require approved client apps Require app protection policy

Two options to enforce app (protection)

Will be deprecated in 2026



In the meanwhile













Mobile Threat Defense – Partners

• Why have additional security tools on mobile devices?

• Supports both scenarios
• MDM

• Without Enrollment



Mobile Threat Defense – Partners 

• App protection policy support for additional partners since Oct 2019

• Block or selectively wipe a user’s corporate data based on the health of the device

• Use data from Microsoft Threat Defense partners or Microsoft Defender for Endpoint 

• Better Mobile
• BlackBerry Protect Mobile
• Check Point Harmony Mobile
• Lookout for Work
• Microsoft Defender for Endpoint
• MVISION Mobile
• Pradeo
• SentinelOne
• Sophos Mobile
• Symantec Endpoint Protection Mobile
• Trend Micro Mobile Security as a Service
• Wandera Mobile Threat Defense
• Zimperium





Help a threat!



Help! A Threat!



Microsoft Tunnel for MAM



Access via Microsoft Tunnel

• VPN solution from Microsoft for Microsoft 
Intune (iOS/Android)

• User logs on via an App or Edge

• Edge is managed by Intune and is 
connecting to Microsoft Tunnel

• Microsoft Tunnel needs to be published via 
Proxy/Firewall

• Microsoft manages the Tunnel SW (Docker 
on Linux)

• Internal server accessible

• Azure AD Controls access via CA

• Microsoft Intune configures App/Edge + 
Microsoft Tunnel

Microsoft Tunnel – What is it and how to set it up | Marius Sandbu (msandbu.org)

Azure

Azure AD
Endpoint Manager

On-premises environment

User

Docker on Linux
Internal Server

1

2

3
5

7

6

4

https://msandbu.org/microsoft-tunnel-what-is-it-and-how-to-set-it-up/




Access using Azure AD App Proxy

• Azure App Proxy part of Azure AD allows 
publishing internal web services. (all 
platforms)

• User logs on via a Browser

• User is redirected to Azure AD app proxy
• User authenticates to Azure AD if preauth is 

enabled.

• DDOS Out of the box

• Only outgoing ports need to be opened

• Agent needs to be installed

• Internal web service

• Conditional Access 



Differences between solutions

Microsoft Tunnel

• Can be used for only iOS and Android

• All ports are supported

• Port 443 needs to be opened to setup the tunnel

• Managed / updated by Microsoft

• MAM and MDM managed devices

 

• Defender app or Tunnel capable app required

Azure AD App Proxy 

• Can be used for all platforms

• Only port 80 and 443

• No ports need to be opened to access server

• Managed / updated by Microsoft

• Can be used without (pre) authentication / 
unmanaged device

• No extra apps required on device





dreamstime

Troubleshooting (edge browser)



Microsoft Edge is your friend

• about:IntuneHelp 

• Collect Intune Diagnostics

• Review current state

• Review Intune App Status







What’s coming up?



Conclusion slide (dreamstime)







Ask questions and share knowledge at: 
Reddit: http://www.reddit.com/r/Intune  
Reddit: http://www.reddit.com/r/SCCM
Facebook group: Microsoft Enterprise Mobility +Security

YouTube: youtube.com/c/EnterpriseMobilityTips

Join the communities:
Workplace Ninja’s network: https://wpninja.eu 
Workplace Ninja User Group NL: https://wpninja.nl
MC2MC Community BE: https://mc2mc.be
MMS: https://mmsmoa.com



Do you have an NDA 
with Microsoft?

Yes?

Join the Microsoft Customer Connection

https://aka.ms/joinccp

https://aka.ms/joinccp


dank u
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