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What is Proactive Remediations?

* Proactive remediations in Endpoint Analytics allows us to
* Fix common issues
 Have a desired state config of our clients
* Notify our users about x,yorz

* Proactive remediations is using script packages that consists of
* A Detection Script
A Remediation Script



Prerequisites

* Devices must be enrolled into Endpoint Analytics

* Devices must be Azure AD joined or hybrid Azure AD joined and
meet one of the following conditions:
A Windows 10 Enterprise, “Professional”, or Education device
that is managed by Intune.
* A co-managed device running Windows 10, version 1903 or later.

* Licensing: Proactive Remediations:
 Windows 10 Enterprise E3 or E5
 Windows 10 Education A3 or A5
 Windows Virtual Desktop Access E3 or E5



Script Requirements

Run this script using the logged-on Yes m
credentials
* PowerShell
e Encode the SCfiptS in UTF-8 Enforce script signature check Yes m
° If you don’t you WI" gEt iSSUES. Run script in 64-bit PowerShell Yes No

 Maximize output limit from script is 2048 Characters

e Scripts without the Enforce Script Signature check use the Bypass execution
policy
» Scripts with the check will use the execution device’s policy (default
restricted)



Benefits

e Script jobs can be scheduled

* Run in user context vs system context
* Run in 64bit PowerShell or not
 Good Reporting

Detection status (7)
Pending devices: 119

Daily issue remediation trend (7)
Wed Dec 16 2020 - Thu Jan 14 2021

594 253

Remediation status (7
Mon-targeted devices: 0

249 4

Dec 27
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Some use cases

e Battery Health with end user notification

* Disk space with end user notification

* Uptime check (has the computer rebooted the last x days) with notification
* Reporting on Bitlocker status

* Collect Custom Inventory

* Manage local admins

e And much more.. And ideas come to mind?



DEMO TIME
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Where is the stuff?

Health scripts is copied down to the local device:
* C:\Windows\IMECache\HealthScripts
* Local Logs is found here:
* C:\ProgramData\Microsoft\IntuneManagementExtension\Logs
* Local status information in registry:
« HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\IntuneManagementExtension\
SideCarPolicies\Scripts
* List Policy IDs from Graph

https://graph.microsoft.com/beta/deviceManagement/deviceHealthScripts?select= id, displayname



Questions?
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Electronics
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Miscellaneous
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